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From Pre-Quantum to Post-Quantum IoT Security:
A Survey on Quantum-Resistant Cryptosystems for
the Internet of Things

Tiago M. Fernandez-Caramés, Senior Member, IEEE

Abstract—Although quantum computing is still in its nascent
age, its evolution threatens the most popular public-key encryp-
tion systems. Such systems are essential for today’s Internet secu-
rity due to their ability for solving the key distribution problem
and for providing high security in non-secure communications
channels that allow for accessing websites or for exchanging
e-mails, financial transactions, digitally-signed documents, mil-
itary communications or medical data. Cryptosystems like RSA
(Rivest-Shamir-Adleman), ECC (Elliptic Curve Cryptography)
or Diffie-Hellman have spread worldwide and are part of diverse
key Internet standards like Transport Layer Security (TLS),
which are used both by traditional computers and IoT devices.
It is especially difficult to provide high security to IoT devices,
mainly because many of them rely on batteries and are resource-
constrained in terms of computational power and memory, what
implies that specific energy-efficient and lightweight algorithms
need to be designed and implemented for them. These restrictions
become relevant challenges when implementing cryptosystems
that involve intensive mathematical operations and demand
substantial computational resources, which are often required in
applications where data privacy has to be preserved for the long
term, like IoT applications for Defense, mission-critical scenarios
or smart healthcare. Quantum computing threatens such a long-
term IoT device security and researchers are currently developing
solutions to mitigate such a threat. This article provides a
survey on what can be called post-quantum IoT systems (IoT
systems protected from the currently known quantum computing
attacks): the main post-quantum cryptosystems and initiatives
are reviewed, the most relevant IoT architectures and challenges
are analyzed, and the expected future trends are indicated. Thus,
this paper is aimed at providing a wide view of post-quantum IoT
security and give useful guidelines to the future post-quantum
IoT developers.

Index Terms—IoT, IoT security, post-quantum, quantum-safe,
quantum-resistant.

I. INTRODUCTION

The popularity of Internet of Things (IoT) is growing so fast
that some reports estimate that 75 billion IoT devices will be
in operation in 2025 [1]. This enormous growth will require to
standardize protocols and develop the appropriate architectures
to provide services to IoT devices. In general, such devices
can be defined as battery dependent and mostly resource-
constrained in terms of computational power and memory, so
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their most complex processing tasks are usually carried out in
centralized servers or clouds on the Internet.

To preserve IoT node security, hash functions, symmetric
cryptography and public-key cryptosystems (i.e., asymmetric
cryptographic systems) are typically used. In the case of
public-key cryptosystems, since the first practical encryption
systems were made public during the 70s [2], [3], public-
key cryptography has become essential for the current Internet
communications due to its ability to provide high security to
websites [4], e-mails [5], financial transactions [6], digitally-
signed documents [7], military communications [8] or medical
data [9]. Thus, public-key cryptosystems like RSA (Rivest-
Shamir-Adleman) [2], ECC (Elliptic Curve Cryptography)
[10], [11] or Diffie-Hellman (DH) [3] have spread worldwide
and are part of diverse key Internet standards like Transport
Layer Security (TLS) [4], which are used both by traditional
computers and IoT devices.

However, recent advances in computing and communica-
tions have made it easier to reach the computational effort
required to break certain asymmetric schemes, what derived
into increasing the recommended minimum key size. For
instance, the minimum recommended RSA key size is cur-
rently between 2048 and 4096 bits (depending on the sort of
information to be protected), since 768-bit and 1024-bit RSA
implementations were broken around 2010 [12], [13]. Key-
size growth is a solution for the short-term, until technology
catches up and provides the required computational effort.
The problem is that, for some countries and entities, certain
critical information (e.g., national security information) needs
to remain secret for long periods of time [14], what requires
cryptographic systems that guarantee that data will remain
secret for the long term. That is the reason indicated in July
2015 by the National Security Agency (NSA) [15], which,
after analyzing the impact of quantum computing on informa-
tion assurance (IA) and [A-enabled IT products, recommended
increasing the ECC the security level to be used in their
Suite B set of cryptographic algorithms while transitioning to
quantum-resistant alternatives. Although there has been some
speculation on NSA’s announcement [16] and on the fact that
Edward Snowden’s leaks showed no critical advances of the
NSA on quantum computing [17], it is estimated that, in the
next 20 years, quantum computers will be enough functional
to break current strong public-key cryptosystems easily [18].

Due to the previously mentioned issues, it was coined the
term post-quantum cryptography (also called quantum-proof,
quantum-safe or quantum-resistant cryptography), which
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refers to cryptographic algorithms that are said to be secure
when attacked by a quantum computer.

This article reviews the state of the art on post-quantum
cryptography for IoT systems. There are other reviews and
surveys on post-quantum computing in the literature [19], [20],
[21], [22], but, although they provide useful information, they
are not loT-specific [19], are introductory [20], [21] or are
focused on a type of post-quantum cryptosystem [19], [22].

In contrast, this article presents a thorough revision on the
most relevant aspects that influence post-quantum IoT develop-
ments and provides together the following main contributions,
which have not been found together in the previous literature:

o After detailing the basics on the impact of post-quantum
cryptography on IoT, a survey on the main post-quantum
initiatives is provided.

o An analysis is carried out on the latest [oT communica-
tions architectures in terms of the links that need to be
secured in a post-quantum scenario.

o The main types of post-quantum public-key cryptosys-
tems are described and the main advantages and disad-
vantages of their application to resource-constrained IoT
devices are studied.

o Thorough analyses and comparisons are provided on the
performance of the NIST second-round post-quantum
candidates when implementing them on low-power,
medium-power and high-power IoT devices.

o Multiple tables are included throughout the paper in
order to simplify the selection of the most appropriate
post-quantum schemes according to the computational
resources available in an IoT device.

o An detailed study on the main challenges and future
trends for post-quantum IoT cryptosystem development
is provided.

The rest of this paper is structured as follows. Section
I analyzes the need for moving from pre-quantum to post-
quantum IoT systems. Section III reviews the most relevant
post-quantum cryptography projects and standardization ini-
tiatives. Section IV provides a thorough review on the main
types of post-quantum cryptosystems and compares the most
relevant implementations for different hardware platforms.
Section V studies the most common and some of the latest
IoT architectures in order to emphasize the need for securing
them in a post-quantum world. Section VI analyzes the state
of the art of previous IoT implementations and compares their
performance. Section VII enumerates the main post-quantum
IoT challenges and promising future trends. Finally, Section
VIII is devoted to conclusions.

II. PRE-QUANTUM VERSUS POST-QUANTUM IOT
SECURITY

IoT security has to deal with different types of attacks
[23], [24], [25], but nowadays, in terms of communications, it
relies essentially on asymmetric and symmetric cryptosystems.
The strength of such cryptosystems has been traditionally
associated with their bits-of-security level, which is a measure
of the computational strength required to break a cryptosystem
by using brute force through classical computers (e.g., a

cryptosystem is said to have a 256-bit security if the difficulty
of attacking it with a classical computer is similar (in terms
of time and computational resources) to perform a brute-force
search attack on a 256-bit cryptographic key). For instance,
Table I compares the security levels of popular symmetric
(TDEA (Triple Data Encryption Algorithm), AES (Advanced
Encryption Standard)) and asymmetric cryptosystems (RSA,
ECDSA (Elliptic Curve Digital Signature Algorithm)) for the
same bits-of-security level.

Pre-quantum symmetric algorithms and hash functions seem
to be still valid for the post-quantum era: it is considered
unlikely that efficient quantum algorithms will be found for
NP-hard problems [26]. In fact, it is assumed that symmetric
algorithms and hash functions will only require to increase
their key size/output [14]. For instance, in [27] the authors
describe a quantum birthday attack that creates a v/N — size
table and uses Grover’s algorithm [28] to find collisions in
hash functions: the authors conclude that such functions would
need to generate a 3*n-bit output to provide a n-bit security
level, what disqualifies as quantum-safe many current hash
functions (however, relevant hash functions like SHA-2 and
SHA-3 will remain quantum resistant by increasing their
outputs).

In the case of public-key cryptography, it makes use of
pairs of keys: a public key is used for encrypting messages
addressed to a specific user and a private key is used by
such a user to decrypt them. Since a public key and a
private key are related mathematically, the strength of a
public-key cryptosystem depends on the computational effort
(called “work factor” in cryptography) required to perform a
brute-force key search attack to find a private key from its
paired public key. Therefore, public-key cryptography relies
on mathematical problems like integer factorization, discrete
logarithms or elliptic curves, which, until recently, had no
efficient solution.

Public-key cryptosystems main advantage in insecure net-
works is that they solve the key distribution problem due to
being asymmetric: the public key does not allow for decrypting
messages. In contrast, symmetric cryptography uses the same
key for encrypting and decrypting messages, hence it requires
secure ways to store and deliver keys among the peers in-
terested in exchanging information. However, the keys of a
public-key cryptosystem need to have a special structure (e.g.,
large primes), so its generation is usually far more expensive
than in the case of symmetric cryptosystems, which often use
randomly generated k-bit strings as keys.

Nonetheless, quantum computing threatens the most pop-
ular public-key encryption systems [15]. Quantum attacks
affect the most popular public-key algorithms, including RSA,
ECDSA, ECDH (Elliptic Curve Diffie-Hellman), DSA (Digital
Signature Algorithm) [29] and others based on the integer
factorization problem, the elliptic-curve discrete logarithm
problem or the discrete logarithm problem. All of them can
be solved fast with Shor’s algorithm [30] on a sufficiently
powerful quantum computer. In addition, quantum computers
can make use of Grover’s algorithm [28] to speed up brute
force attacks on symmetric ciphers by roughly a quadratic
factor [18].
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TABLE I
COMPARABLE SYMMETRIC AND ASYMMETRIC CRYPTOSYSTEMS DEPENDING OF THEIR SECURITY LEVEL (SOURCE: [32]).

Security Level Symmetric Cryptosystem RSA ECDSA Curve
(Key Size) (Key Size) (Key Size)
80 2TDEA (112 bits) 1,024 bits | primel92v1 (192 bits)
112 3TDEA (168 bits) 2,048 bits secp224rl (224 bits)
128 AES-128 (128 bits) 3,072 bits secp256rl (256 bits)
192 AES-192 (192 bits) 7,680 bits secp384rl (384 bits)

In addition, it must be noted that current 80-bit security
cryptosystems can be broken at a cost ranging from tens of
thousands to hundreds of millions of dollars [14] and it is
estimated that 112-bit security systems will remain secure
for classical computer attacks for the next 30 to 40 years
[14]. Nonetheless, according to [31], 160-bit elliptic curves
could be broken on a quantum computer with around 1,000
qubits, while factorizing 1024-bit RSA would require about
2,000 qubits, which are far more than what today’s quan-
tum computers provide (as of writing, IonQ claims to have
the largest quantum computer, which provides 79 qubits).
Therefore, since computationally powerful quantum computers
are not expected to be available in the next 20 years [18],
it is considered more urgent to transition to post-quantum
cryptosystems that also withstand classical computer attacks,
than improving traditional cryptosystems. Due to this reason,
in the last years some researchers already studied the security
threat of quantum computers in different fields [19], [33], [34],
[35], [36].

III. POST-QUANTUM INITIATIVES

Post-quantum computing is currently a promising research
area fostered since 2006 by its own conference series
(PQCrypto) and by different entities that are carrying out
diverse projects and standardization activities. Although most
of such activities are not explicitly focused on post-quantum
IoT systems, it is worth monitoring their outputs and standard-
ization processes.

A. Post-quantum cryptography projects

Substantial financial support has been granted by the Euro-
pean Union (EU) and the Japanese Science and Technology
Agency to projects related to post-quantum cryptosystems, like
PQCrypto [37], SAFEcrypto [38], CryptoMathCREST [39] or
PROMETHEUS [40].

In the case of PQCrypto, it is a project funded with roughly
€4M from March 2015 to February 2018 by the EU through
the Horizon 2020 program. The project was coordinated from
the Netherlands by Eindhoven University of Technology, but
there were participants from Belgium, Germany, Denmark,
France, Israel and Taiwan. The project was divided into three
work packages aimed at investigating post-quantum cryptog-
raphy for Internet communications, for cloud computing and
for low-power embedded devices. The results of the project
include 27 journal articles, 45 papers on conferences, multiple
reports and various implementations [41].

SAFECrypto shared similar objectives with PQCrypto (to
provide new post-quantum cryptosystems for long-term se-
curity), but in this case, the researchers focused on lattice

problems as the source of computational hardness. The project
was also funded by the EU (with €3.2M) and its tasks
were carried out from January 2015 to December 2018.
SAFECrypto was led by the Queen’s University of Belfast
(United Kingdom) with partners from Switzerland, France,
Germany, United Kingdom and Ireland. The obtained results
were published in 7 journal articles and 12 conference papers
and a number of reports [42]. The project software library
is available in GitHub [43] and includes implementations of
Ring-LWE (Ring Learning With Errors), BLISS-B (Bimodal
Lattice Signature Scheme B) or Kyber.

Regarding CryptoMathCREST, it is a project funded by the
Japan Science and Technology Agency since 2015 and that
is participated by the University of Tokyo, Kyushu University
and the Tokyo Institute of Technology. The project is focused
on the study of the mathematical problems underlying the
security modeling of the next-generation of cryptographic
systems, including post-quantum cryptosystems. The project
is divided into fours working groups for security evaluation,
mathematical modeling, security modeling and cryptographic
applications. The project seems to be quite active in rais-
ing awareness on post-quantum security, by organizing and
contributing to a significant number of workshops, confer-
ences and invited talks. Moreover, the project partners have
published a number papers, although many of them are only
available in Japanese.

Finally, it is worth mentioning the PROMETHEUS project,
which started in January 2018 and will continue its activ-
ities until December 2021. The project is funded by the
EU with roughly €5.5M and is coordinated by the Ecole
Normale Supérieure de Lyon, which collaborates with relevant
public entities and companies from Israel, France, Spain,
Germany, United Kingdom or the Netherlands. Although
PROMETHEUS started recently, it has already published a
relevant number of papers [44].

After analyzing the previously mentioned projects and de-
spite the achieved significant advances, only a small part of
the effort of some projects (PQCrypto and SAFECrypto) was
put into addressing the specific challenges that arise when
making use of post-quantum schemes on resource-constrained
devices: the analyzed post-quantum security projects were
more focused on computational resource consumption than in
other IoT challenges like energy consumption.

B. Standardization initiatives

1) ETSI initiatives: The European Telecommunications
Standards Institute (ETSI) released white papers related to
quantum security [45], [46]. In addition, together with the
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Institute for Quantum Computing (IQC), it has organized
since 2013 the different editions of the Quantum-Safe Cryp-
tography Workshops [47]. Moreover, ETSI held an Industry
Specification Group (ISG) for quantum-safe cryptography [48]
until 2017, when its activities were transferred to the ETSI
Technical Committee Cyber Working Group on Quantum-Safe
Cryptography [49], which has published a number of really
interesting deliverables on topics like the limits of quantum
computing when applied to symmetric cryptography [50] or
on the impact of quantum computing attacks on diverse fields
[51].

2) NIST initiatives: The U.S. National Institute of Stan-
dards and Technology (NIST) has also released reports on
the quantum threat [14] and has organized workshops on
post-quantum cryprography [52] and its standardization [53].
Moreover, in December 2016 NIST announced a call for
proposals for post-quantum public-key cryptosystems [54].
Such a call received 69 candidates in the first round and, as
of writing, only 26 of them moved into the second round (17
public-key encryption and key-establishment algorithms, and
9 digital signature schemes) [55]. It is expected that such a
standardization process will continue with a third round in
2020/2021 (first drafts are expected to be available between
2022 and 2024).

3) IETF initiatives: The Internet Engineering Task Force
(IETF) is currently working (together with the Crypto Forum
Research Group (CFRG) [56]) on a number of Internet-
Drafts on quantum cryptography. For instance, in [57] it is
detailed a post-quantum cryptosystem for TLS that combines
NTRUEncrypt with RSA/DH. Another example is the Internet-
Draft in [58], which proposes to extend the Internet key
exchange protocol IKEv2 to be post-quantum. Other Internet-
Drafts are focused on topics like the transition from classical to
post-quantum cryptography [59] or on implementations such
as XMSS (eXtended Merkle Signature Scheme) (RFC 8391)
[60] or Leighton-Micali Hash-Based Signatures (RFC 8554)
[61].

4) Other standardization initiatives: There are other on-
going significant initiatives like the ones fostered by the
International Organization for Standardization (ISO) through
the ISO/IEC JTC 1/SC 27 (Working group on IT Security
techniques) [62] or by the Institute of Electrical and Electron-
ics Engineers (IEEE) through the P1363 project, which has
led the release of standards like IEEE 1363.1-2008 for lattice-
based public-key cryptography [63]. In addition, the American
National Standards Institute (ANSI) Accredited Standards
Committee (ASC) X9 released a white paper on the security
risks of quantum computing for the financial industry [64]
after specifying the use of NTRU for such an industry [65].

There are other relevant ongoing or already finished post-
quantum standardization initiatives, most of which have been
already reviewed (until April 2018) by the PQCrypto project
[66].

IV. POST-QUANTUM PUBLIC-KEY CRYPTOSYSTEMS

There are currently five main types of post-quantum cryp-
tosystems: code-based, lattice-based, supersingular elliptic

curve isogeny, multivariate and hybrid schemes. In the next
subsections such schemes are analyzed in relation to their
applicability to IoT. As a summary, the most relevant post-
quantum types and implementation variants are illustrated in
Figure 1.

A. Post-quantum code-based cryptosystems

Code-based cryptosystems are mainly based on the theory
behind error-correction codes, which have provided redun-
dancy to digital communications for a long time. A relevant
code-based cryptosystem is McEliece’s [67]. Such a cryptosys-
tem is built on binary Goppa codes [68] and its security relies
on the syndrome decoding problem (decoding codewords
without knowledge of the coding scheme has been proven
to be NP-complete [69]). McEliece’s cryptosystem is really
fast for encryption and reasonably fast for decryption, but it
is necessary to tackle its major drawback when implementing
it in resource-constrained IoT devices: it makes use of large
matrices as public and private keys (their size is usually
between 100 kilobytes and several megabytes). To solve this
issue, different compression/decompression techniques may be
assessed and different versions of the McEliece scheme could
be proposed based on other codes (e.g., LDPC (Low-Density
Parity-Check) codes, MDPC (Moderate-Density Parity-Check)
codes), on the use of quasi-cyclic codes (e.g., QC-LDPC, QC-
MDPC or QC-LRPC (Quasi-Cyclic Low-Rank Parity-Check)
codes) or by making use of certain coding techniques (e.g.,
puncturing [70]).

There are also code-based signing algorithms. For instance,
the development of variants of the Niederreiter [71] and CFS
(Courtois, Finiasz, Sendrier) [72] cryptosystems are specially
interesting, since they are very similar to McEliece’s scheme.
In the case of the CFS variants, it has to be taken into
account for IoT developments the fact that, although the
generated signatures have a short length and they can be
verified really fast, the required key size is very large and
signature generation is inefficient. In addition, it should be
considered the development of IoT signature schemes derived
from the application of the Fiat-Shamir transformation on
identification protocols [73], which has already been proved
to be useful when creating schemes that outperform CFS [74].

B. Post-quantum multivariate-based cryptosystems

Multivariate-based cryptosystems are based on the difficulty
of solving systems of multivariate equations, which are proven
to be NP-hard or NP-complete [75]. It is currently necessary to
analyze and implement multivariate encryption and signature
schemes that tackle their main drawbacks for IoT applications:
their usual decryption inefficiency on resource-constrained
devices (which is related to the required decryption “guess
work™), their frequent large key size (and, as a consequence,
the potential increases in energy consumption) and the exis-
tence of large ciphertext overheads.

Some interesting multivariate-based cryptosystems for IoT
applications are the ones based on the use of square ma-
trices with random quadratic polynomials, the ones based
on the Matsumoto-Imai algorithm and the ones based on
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Fig. 1. Most relevant types and implementations of post-quantum public-key cryptosystems and digital signature schemes.

Hidden Field Equations (HFE) [76], [77], [78]. With respect to
multivariate digital-signature schemes, there are also variants
based on the Matsumoto-Imai algorithm, on HFE and on
Isomorphism of Polynomials (IP) [79], which can generate
secure signatures with similar sizes to the ones currently
based on RSA and ECC. In addition, other cryptosystems
should be considered for future IoT developments, like the
ones based on pseudo-random multivariate quadratic equations
[80] and on Rainbow-Like digital signature schemes, in which
successive sets of central variables are obtained from the
previous ones by solving linear equations and which have
proved to lead to efficient schemes that perform well on
resource-constrained systems (e.g., TTS (Tame Transformation
Signature) [81], TRMS (Tractable Rational Map Signature)
[82] or Rainbow [83]). However, in these latter schemes
compression techniques and size optimizations will need to
be proposed, since they make use of very large key sizes in
comparison to traditional cryptosystem like RSA and ECC (for
instance, the Rainbow signature scheme, with n=42, m=24 and
=256, has a public-key size of 22,680 bytes, which is more of
what many low-power IoT devices have for their whole flash
memory).

C. Post-quantum lattice-based cryptosystems

Lattice-based cryptosystems are based on lattices, which
are sets of points in n-dimensional spaces with a periodic
structure. The application of lattices to cryptography is related
to the presumed hardness of lattice problems like the Shortest
Vector Problem (SVP), the Closest Vector Problem (CVP) or
the Shortest Independent Vectors Problem (SIVP) [84]. For
instance, in the case of the SVP, the problem consists in finding
the shortest non-zero vector within the lattice, which is an
NP-hard problem that cannot be currently solved through a
quantum algorithm.

Lattice-based cryptosystems present strong security proofs
and their implementation is usually simple, fast and rela-
tively efficient. However, future post-quantum lattice-based
cryptosystems for IoT devices should manage efficiently the
storage and operation with large keys and large ciphertext
overheads. For instance, currently, it seems really interesting
the study and development of IoT-optimized lattice-based
cryptosystems based on polynomial algebra [85], [86], [87],
[88], [89] and on the Learning With Errors (LWE) problem
and its variants (e.g., LP-LWE (Lindner-Peikert LWE) or Ring-
LWE [90], [91]). Compression techniques and optimizations
need to be applied when using the previously mentioned
cryptosystems in IoT applications, since the key sizes of these
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lattice-based schemes are lengthier than the typical size of a
pre-quantum cryptosystem, although they are clearly smaller
than the ones used by code-based or multivariate public-key
cryptosystems (for instance, lattice-based cryptosystems like
NTRU [85] and NewHope [92] usually make use of a key
size in the order of a few thousand bits).

Regarding lattice-based signature schemes, the ones based
on Short Integer Solution (SIS) [93] seem to be promising for
carrying out signing operations. This is due to the fact that SIS-
based solutions allow for creating lattice-based digital signa-
ture schemes (based on the Lyubashevsky’s signature scheme
[94] but introducing new rejection sampling algorithms [95]),
which have demonstrated that it is possible to make use of
manageable key sizes (roughly 0.6 KB for the public key and
0.25 KB for the private key). Nonetheless, so far, this latter
scheme has only been tested on very specific and relatively
fast embedded devices (on a Xilinx Spartan-6 FPGA (Field-
Programmable Gate Array)) [96], so future developers will
have to redesigned it and optimized it for performing fast
energy-efficient signing operations in low-power IoT devices.
Similarly, lattice-based key-exchange protocols like the ones
proposed by Ding et al. [97] with the tweak proposed by
Peikert [98] (which has been used by BCNS [99]), would need
to be adapted to minimize energy consumption and reduce the
required computational resources.

D. Post-quantum supersingular elliptic curve isogeny cryp-
tosystems

This kind of cryptosystems derive from the isogeny protocol
for ordinary elliptic curves proposed in [100]. However, in
order to prevent the quantum attack in [101], the supersingular
curves need to be non-commutative (the attack relies on the
fact that the endomorphism ring is commutative, which is not
the case for a supersingular curve whose endomorphism ring is
isomorphic to an order in a quaternion algebra), what makes
them a promising candidate for implementing post-quantum
systems [102], [103]. This kind of cryptosystems are estimated
to have a key size in the order of a few thousand bits [104], so,
for IoT developments, it will be necessary to study the use of
compression techniques and optimizations to reduce key size.

It is also possible to use supersingular elliptic curve iso-
genies for creating post-quantum digital signature schemes
[105], which have to be optimized to be used by resource-
constrained devices. Moreover, it is necessary to address the
challenges that arise during the implementation of energy-
efficient supersingular elliptic curve isogeny cryptosystems
and the application of Supersingular Isogeny Diffie-Hellman
(SIDH) in resource-constrained IoT devices. Part of such
challenges are related to the performance required by key
compression schemes for isogeny-based cryptosystems, which
may involve computationally intensive steps [106], [107].

E. Post-quantum hybrid cryptosystems

This kind of cryptographic systems merge pre-quantum
and post-quantum cryptosystems in order to provide a dou-
ble protection to the exchanged data (this is carried out to
protect the exchanged data from attacks against post-quantum

cryptosystems whose security is still being evaluated). These
hybrid systems seem to be the next step prior to full post-
quantum security (i.e., security based on sufficiently validated
post-quantum algorithms) and they have already been tested
by Google [108] or the Tor project [109]. For instance, in
the case of Google, an algorithm named CECPQIl merged
New Hope [92], a post-quantum key-exchange algorithm, with
X25519, an elliptic curve-based Diffie-Hellman key agreement
scheme. Thus, Google guaranteed backward compatibility and
integration with TLS at the same time. It is currently being
tested CECPQ?2, which merges X25519 with instantiations of
NTRU (HRSS (Hiilsing, Rijneveld, Schanck, Schwabe) and
SXY (Saito, Xagawa,Yamakawa)) for the post-quantum part.
However, CECPQ1, CECPQ?2 and other hybrid cryptosystems
were not designed with energy efficiency and IoT resource-
constrained devices in mind: they require to implement not
only one, but two computationally-intensive cryptosystems
that are not necessarily energy efficient. To fill such a gap,
it is still necessary to design and to implement hybrid energy-
efficient post-quantum IoT cryptosystems that merge the most
promising post-quantum and standard pre-quantum public-key
schemes.

In this hybrid scenario, it will be especially needed to
address the challenge that suppose the exchange of large
payloads (due to public-key and ciphertext size) in the context
of TLS and IoT architectures, which may derive into dropping
messages and potential DoS (Denial-of-Service) attacks.

FE. Cryptosystem comparison

Not all the cryptosystems mentioned in the previous subsec-
tions are suitable for IoT systems. Due to this reason, Table II
compares some of the most relevant post-quantum cryptosys-
tems proposed so far. Specifically, Table II contains compares
implementations of the 17 second-round candidate public-key
encryption and key-establishment algorithms that are currently
competing in the NIST’s post-quantum standardization call.
There are many other potential post-quantum cryptosystems
(a good compilation and basic description of other relevant
cryptosystems can be found in [110]), but it is interesting to
focus on the algorithms selected by NIST, since they have
already been thoroughly analyzed by the cryptographic com-
munity and they have a good chance to become standardized.
Table II includes references to the following post-quantum
cryptosystems:

o BIKE [111]: is a code-based key encapsulation suite

based on QC-MDPC codes.

o Classic McEliece [112]: it is a Key Encapsulation Mech-
anism (KEM) built from Niederreiter’s dual version of
McEliece’s PKE (Public-Key Encryption) using binary
Goppa codes.

o CRYSTALS-Kyber [113]: it is a cryptographic suite that
consists of two primitives: a KEM (Kyber) and a digital
signature algorithm (Dilithium). Such primitives security
is based on the hardness of solving the LWE problem
over module lattices.

o FrodoKEM [114]: it is a KEM whose security relies on
the hardness of the LWE problem. It was developed in
part by researchers from Microsoft, Google and NXP.
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« HQC (Hamming Quasi-Cyclic) [115]: it is a code-based
PKE scheme that uses quasi-cyclic codes as well as BCH
(Bose—Chaudhuri—-Hocquenghem) codes.

e« LAC [116]: it is a lattice-based post-quantum PKE that
relies on the hardness of the Ring-LWE problem.

o LEDACrypt [117]: it is a cryptographic suite built on QC-
LDPC codes that includes both a KEM and a Public Key
Cryptosystem (PKC).

e New Hope [118]: it is a lattice-based post-quantum
scheme that relies on the Ring-LWE problem.

e NTRU Encrypt [119]: it is a lattice-based cryptosystem
based on the hardness on the LWE and Ring-LWE
problems.

o NTRU Prime [120]: it is a Ring-LWE based cryptosystem
that tweaks NTRU to improve its security. This improve-
ment is achieved by using rings but avoiding the use
of certain special structures that have been exploited to
perform certain recent attacks.

o« NTS-KEM [121]: it is a code-based post-quantum cryp-
tosystem based on McEliece and Niederreiter schemes.

o ROLLO-II [122]: it is a code-based cryptosystem based
on the use of rank metric and LRPC codes.

o Round-5 [123]: it is a lattice-based cryptosystem that
relies on the General Learning with Rounding (GLWR)
problem to unify the well-studied Learning with Round-
ing (LWR) and Ring Learning with Rounding (RLWR)
lattice-problems.

e RQC [124]: it is a code-based PKE that uses both ideal
and Gabidulin codes.

o« SABER [125]: it is a KEM whose security that relies
on the hardness of the Module Learning With Rounding
problem (MLWR).

« SIKE [126]: it is an isogeny-based key encapsulation suite
based on pseudo-random walks in supersingular isogeny
graphs.

o Three Bears [127]: it is a lattice-based cryptosystem
based on integer module learning with errors (I-MLWE).

The algorithm list in Table II includes variants of the
previously mentioned 17 second-round NIST cryptosystems
that provide different security levels and that currently seem
more promising for being implemented in IoT devices due
to their computational complexity and required key sizes.
Nonetheless, it is important to note that most of such systems
can be tweaked to reach a trade-off between security level and
performance. The following are the main conclusions that can
be drawn after analyzing the Table:

e Most candidates are either code-based or lattice-based.
There are no multivariate-based candidates and only one
isogeny-based cryptosystem (SIKE).

e Most code-based candidates make use of quasi-cyclic
codes or are based on McEliece or Niederreiter schemes.
Regarding the lattice-based cryptosystems, the majority
are based on solving the LWE or the Learning with
Rounding (LWR) problem (or one of their variants).

o The cryptosystems that indicate explicitly their quantum
security level (which quantifies the computational effort
required to break the cryptosystem with a quantum com-

puter), estimate that they provide between 64 and 308
bits, so they seem secure for the near and middle term.
Regarding the claimed security level against classical
computing attacks, the algorithms can be classified into
three categories indicated by NIST: Category 1 is for a
128-bit security level (i.e., it is equivalent to break AES-
128), Category 3 is for 192 bits and Category 5 is for
256 bits.

o The last columns of Table II can be a good reference
for developers when selecting a post-quantum algorithm
to be implemented in an IoT system, since key sizes
are essential for determining the required memory and
computational resources:

— As it can be observed, the majority of the cryp-
tosystems make use of key sizes larger than the
ones required by classical asymmetric and symmet-
ric cryptosystems. However, there is a wide range
of algorithms that use between 2,640 (SIKE) and
11,357,632 (NTS-KEM) bits for a public key, and
between 128 (Round5 KEM for IoT) and 159,376
(NTS-KEM) bits for a private key. It is worth noting
that, although in some cryptosystems like NTS-
KEM public keys are really large, the length of the
ciphertext they generate is short (e.g., 2,024 bits for
the highest 256-bit security level).

— In the case of the private key it is important to
note that some algorithms indicate two sizes: the
one inside parentheses is much smaller, since it the
resulting size of using a seed expander (therefore,
in practice, the key will occupy the amount of
memory indicated outside of the parentheses). In the
particular cases of FrodoKEM, the size indicated for
the private key is actually the sum of the private key
size and the public key size.

— Since, the smaller the key sizes, the easier the im-
plementation in resource-constrained devices, only a
few cryptosystems like Round5 or SIKE seem really
promising for the current IoT end-node hardware.

« Finally, the last column of Table II indicates the most rel-
evant references, where further details on the algorithms
can be obtained.

V. SECURITY IN IOT COMMUNICATIONS ARCHITECTURES

It is important to note that post-quantum security goes
beyond IoT node security and should be regarded as a whole,
securing all the elements involved in an IoT communications
architecture. This is related to the fact that, nowadays, due
to the computational constraints of IoT end devices, the most
complex processing tasks are usually carried out in centralized
servers or clouds on the Internet [128]. As an example, Figure
2 depicts a generic three-layer cloud-based IoT architecture.
The layer at the bottom includes all the IoT nodes, which
can be organized in topologies like stars or mesh networks.
Every IoT node is able to reach the cloud by using IoT
routing/coordinator nodes and/or intermediate gateways. At the
top of Figure 2 is the cloud, which provides access to remote
users, to other IoT networks or to third-party services, which
can either access the cloud or provide services to it.
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Fig. 2. Traditional cloud-based IoT architecture.

However, cloud-based systems have certain limitations
when dealing with large-scale IoT deployments [158], so
academia and industry are currently exploring new paradigms
like Edge, Fog or Mist computing [159], [160], [161] in
order to develop new IoT architectures. An example of Edge
architecture is shown in Figure 3, which is composed by four
essential layers:

e IoT Node Layer. It is the layer at the bottom and is
composed by IoT nodes and actuators. Such IoT nodes
exchange information directly with gateways or with
other IoT nodes, usually conforming a mesh network.

¢ IoT Node Gateway Layer. Certain IoT nodes, due to their
communication range, energy consumption constraints or
supported protocols, need to make use of intermediate
gateways before reaching the Edge Layer. This is for in-
stance the case of certain heterogeneous sensor networks
that make use of multiple communications protocols
[163].

o Edge Layer. In contrast to the Gateway Layer of the
traditional IoT architecture represented in Figure 2, the
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Edge Layer in Figure 3 is not only aimed at routing
data, but it provides advanced edge computing services
(e.g., sensor fusion or fog services) through the use of
cloudlets and fog computing nodes [164]. Specifically,
the Edge Layer is composed by two sublayers: the Fog
Sublayer and the Cloudlet Sublayer. The Fog Sublayer
essentially consists of fog computing nodes, which are
ideal for providing physically-distributed and low-latency
IoT applications [159], [165], but, since they are usually
constrained in terms of computing power [166], cloudlets
provide support for compute-intensive tasks [167], [164].

e Cloud. It is at the top of the architecture and, like in the
architecture depicted in Figure 2, it provides access to
remote users, to other remote management software and
to third-party services.

There are other architectural paradigms and among them, it
is worth mentioning the decentralized approach provided by
blockchain-based architectures, which seem to be one of the
most promising due to their ability to provide redundancy,
attack resilience and scalability [168], [169], [170], [171],
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[172], [173]. the cloud, edge computing devices (e.g., fog gateways, mist
In any case, when developing or adapting post-quantum nodes, cloudlets) and the communications protocols they use.

cryptosytems for its use in IoT architectures, for the sake Specifically, there are five main types of IoT communications

of fairness, it is necessary to evaluate the whole architecture that need to be secured:

in terms of performance and energy efficiency. Such an o Communications among IoT nodes.

evaluation essentially involves assessing the performance of o Communications between an IoT node and an IoT gate-
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way.
o Communications among IoT gateways or Edge comput-
ing devices.
o Communications between an IoT gateway and the cloud.
o Communications between an IoT node and the cloud.

Therefore, post-quantum security affects the whole IoT
architecture, since it is essential for the encryption and au-
thentication of end-point IoT devices, for the network infras-
tructure encryption or for preserving the security of cloud
storage/computing, Big Data, data mining or the exchanged
machine learning information [45]. Since the computational
power of the hardware involved in the different layers of a
communications architecture varies from one layer to another,
it is essential to evaluate the requirements of such hardware
and choose the appropriate post-quantum protocols and algo-
rithms.

Thus, the next section analyzes the performance of post-
quantum cryptosystems when they are executed by resource-
constrained devices (that may belong to the IoT Node Layer),
medium-power devices (with a power similar to the current
fog gateways of the Edge Layer) and powerful devices (like
the ones required by cloud servers or Cloudlets).

VI. POST-QUANTUM IMPLEMENTATION PERFORMANCE
A. Implementations for resource-constrained loT devices

Only a few recent works have proposed post-quantum
solutions specific to resource-constrained IoT devices (many
of them are related to the Horizon 2020 project PQCrypto).

In the case of [174], four different ARM Cortex MO NTRU-
Encrypt implementations for four security levels (112, 128,
192 and 256 bits) are described, compared with other similar
developments [175], [176], [177], [178] and analyzed (in terms
of performance, memory footprint and energy consumption),
confirming that they are suitable for battery-operated devices.

In [175] NTRUEncrypt is optimized and evaluated on differ-
ent embedded devices that are currently outdated, but whose
performance is similar to current low-power IoT nodes: a Palm
Computing Platform (MC68EX328 Dragonball, Palm Vx), an
Intel 60386 microprocessor (RIM 957) and a 37 MHz ARM7-
based device. Other NTRUEncrypt evaluations have also been
carried out on ATmegal28 and ATmegal63 microcontrollers
[177]. In addition, in [179] variants of Ring-LWE are im-
plemented and compared for an 8-bit Atmel ATxmegal28Al
microcontroller. Atmel microcontrollers have been also used
for evaluating Ring-LWE [180], [181], QC-MDPC [182] or
McEliece [133], [183]. Furthermore, in [184], ARM Cortex
MO microcontrollers are evaluated when executing different
versions of Identity-Based Encryption (IBE). The same mi-
crocontroller was used for evaluating New Hope [185] and
SABER [125].

The performance of the algorithms previously mentioned in
this section is summarized in Table III. For the sake of fairness,
the shown performance results are compared for similar hard-
ware that can actually be considered IoT platforms, thus disre-
garding implementations for outdated hardware. Specifically,
Table III shows, for every evaluated cryptosystem, the number
of cycles consumed by the key generation, encryption and

decryption processes when running on a specific embedded
hardware platform. Such platforms are mainly low power
microcontrollers (either 32-bit (ARM Cortex-M0) or 8-bit
(ATxmegal28, ATxmegal92, ATxmega256) platforms), whose
characteristics are shown in Table IV.

It is worth mentioning that the missing values of Table
III are due to the fact that, for certain implementations, key
generation is performed offline or its execution time was not
reported in the referenced work. In addition, in the case of
New Hope, results are indicated just as a reference, being
related to the key exchange protocol (KEX) implementation
described in [185], which differs from the New Hope KEM
presented to the NIST call [118]. Thus, it must be noted that
the number of cycles provided for the "Key Generation” of
the KEX actually refers to the number of cycles required to
execute the key exchange at the server and client sides.

The performance differences due to the selected evaluation
hardware platform are significant, so developers should take
such a factor into account when comparing the number of cy-
cles among algorithms. For instance, among the cryptosystems
in Table III that were evaluated with similar ARM Cortex-MO
platforms and that provide accurate measurements for the three
compared performance variables, NTRUEncrypt and two of
the lightweight Ring-LWE implementations described in [181]
are the fastest ones. However, note that such four implemen-
tations differ in their security level, providing NTRUEncrypt
the highest (128 bits). Regarding the implementations based
on 8-bit AVR microcontrollers, it seems that the fastest im-
plementation is the Ring-LWE variant described in [180].

B. Implementations for fog/edge computing node-like hard-
ware

Some researchers have previously analyzed the performance
of post-quantum algorithms in devices whose performance is
similar to the one expected from a fog/edge node, which is
usually implemented in Single-Board Computers (SBC) like
Raspberry Pi or Orange Pi PC [161], [162], [165], [166], [164].

For instance, NTRUEncrypt performance has been evalu-
ated on a smart card with a 32-bit ARM7TDMI [178] and
on ARMv6/ARMV7-A/ARMv8-A MPSoCs (Multi-Processor
System-of-Chip) [186]. In addition, in [187] it is presented a
multi-mode crypto-coprocessor that supports NTRU and TTS,
and that is verified on an ARM9-based board (ARM926EJ-S).

The performance of ARM Cortex M4, A72 and A75 devices
has also been measured when executing IBE [184], New Hope
[185], Kyber [188], FrodoKEM [141], RoundS5 [154], SABER
[125], SIKE [157] and Three Bears [127].

Table V compares the performance of different relevant
post-quantum cryptosystems for the previously mentioned
hardware platforms. Like in Table III, for every evaluated
cryptosystem and platform, it is indicated the number of cycles
consumed by the key generation, encryption and decryption
processes. For the sake of completeness, Table VI shows the
specifications of the compared hardware platforms.

Like in the previous IoT node performance comparison,
differences can be observed due to the evaluation hardware.
Among the cryptosystems tested on ARM Cortex-M4, Round5
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TABLE IV
MAIN CHARACTERISTICS OF THE LOW-POWER HARDWARE TESTED IN THE LITERATURE.

[ References [ Platform [ Part Number [ Instruction Set [ Clock Frequency | Flash Memory | RAM Memory [ EEPROM |
[174], [184], [181] | ARM Cortex-M0O | Infineon XMC1100 32 bits 32 MHz 64 KB 16 KB 8 KB
[178] AVR ATmega ATmega64 8 bits 16 MHz 64 KB 4KB 2KB
[179], [189], [181] AVR ATxmega ATxmegal28A1 8 bits 32 MHz 128 KB 8 KB 2KB
[182], [133], [190] AVR ATxmega ATxmega256A3 8 bits 32 MHz 256 KB 16 KB 4KB
[183] AVR ATxmega ATxmegal92A1 8 bits 32 MHz 192KB 16 KB 2KB

(KEM IoT version) and the variants of CRYSTALS-Kyber and
ThreeBears of the Table that provide the lowest security level
are the fastest ones. Regarding the cryptosystems tested on
more powerful ARMv8-based devices, the 128-bit FrodoKEM-
AES implementation is the lightest one, but it still requires
many more cycles than the fastest version for an ARM Cortex-
M4. However, if it is compared the actual time required
by every device, the most powerful devices are faster than
the ones based on ARM Cortex-M4, since their period is
significantly shorter. For instance, the period of the tested
ARM Cortex-M4 microcontroller is 6 ns, while the period of
the tested ARM Cortex-A72 is 0.5ns. These periods mean,
for instance, that, while Round5 (KEM IoT version) requires
2.77ms for encryption, it only takes 2.04ms for the same
operation using 128-bit FrodoKEM-AES on an ARM Cortex-
A72.

In any case, the recommendation for future IoT developers
is to make use of Tables III and V to choose a post-
quantum algorithm according to the required security level,
the characteristics of the target IoT hardware platform and the
needed performance.

C. FPGA implementations

FPGAs have been used in the past for carrying out complex
processes [191], [192], so they may not be considered low-
power IoT devices, but it is interesting to consider different
implementations carried out in the past by some researchers.
Specifically, Table VII compares the performance of the most
relevant post-quantum cryptosystem implementations on FP-
GA:s. For the sake of fairness, all the included implementations
are for Xilinx FPGAs. No FPGA implementations were found
for other traditional FPGA manufacturers like Lattice or Actel
(now Microsemi), but at least one implementation was found
for an Altera (now Intel) FPGA (an Stratix V 5SGXEA7N)
[135].

Among the evaluated FPGAs, there are outdated models
(e.g., the Xilinx Virtex-E series, released in the late 90s) to the
latest Virtex-7 (from 2010), so there are significant difference
in their power consumption, performance, maximum clock
frequency and internal logic resource structure (e.g., in the
number and location of flip-flops (FFs), Look-Up Tables
(LUTs), slices and blocks of RAM (BRAMs)).

Despite the mentioned hardware differences, Table VII
shows that certain post-quantum algorithms can be executed
really fast in an FPGA. For instance, in [175] and [193] it is
evaluated NTRUEncrypt on old FPGAs (a Virtex 1000EFG860
and a Virtex XCV1600E), but their encryption/decryption
times are really low (less than 6 us). Low execution times

(roughly 8.1 us per operation) are also achieved in [194] with
a Virtex-6 for a Ring-LWE implementation.

On the opposite side, there are implementations that require
more then 1ms for encryption/decryption. For instance, in
[183] an implementation of McEliece is detailed that requires
1.079 ms for encryption and 10.726 ms for decryption. These
times seem to be related to the used FPGA (a Xilinx Spartan-
3AN, which is a currently outdated low-cost FPGA), since
there are similar implementations of McEliece [182] that
use newer models (Virtex-6 XC6VLX240T) that can execute
encryption in 13.66 ms and decryption in 85.79 ms.

Another quite slow implementation (in comparison to other
post-quantum cryptosystems in Table VII) is presented in
[195], which evaluates SIDH in a relatively new and fast
FPGA (Virtex-7), requiring 33.7 ms for encryption and 51.4 ms
for decryption. In this case the performance is related to the
evaluated post-quantum cryptosystem, since there are other
developments in the literature that achieve clearly lower exe-
cution times with less advanced FPGAs. For example, there
are different faster implementations of Ring-LWE and IBE for
Virtex-6 and Spartan-6 FPGAs [184], [196], [197], [198], or
for a Virtex-7, but for other cryptosystems like SIKE [157].

D. Implementations for the cloud and cloudlets

Table VIII compares the cryptosystems previously listed in
Table II, but in terms of their performance when executed
on hardware platforms that have the power similar to cloud
servers or cloudlets.

For the sake of fairness, Table VIII shows the perfor-
mance obtained when running the algorithms in an Intel’s
x64 architecture, although the version of the microprocessor
varies from one to another. The main characteristics of such
microprocessors are summarized in Table IV, which shows
that there are significant differences among them in terms of
clock frequency, main target platform (the microprocessors
are designed for Desktop PC, laptops or servers), energy
consumption (expressed as Thermal Design Power (TDP)) and
performance (according to the Passmark CPU benchmarks
[199]). In addition, it is worth pointing out that all the
performance results shown in Table VIII were obtained with
Turbo Boost and Hyper-Threading disabled, and that it is
possible to optimize the algorithms (in fact, many of them have
already been optimized for different instruction sets, like the
Advanced Vector Extensions 2 (AVX2), a 256-bit instruction
set provided by Intel).

The performance results show the number of cycles required
by each microprocessor for three essential tasks performed
by the cryptosystem: the generation of a key, encapsula-
tion/encryption and decapsulation/decryption. In the case of
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TABLE VI
COMPARISON OF THE HARDWARE TESTED FOR EMBEDDED PLATFORMS.

References Platform Part Number Instruction Set Clock Frequency Flash Memory RAM Memory
[178] ARMV7 ARM7TDMI 32 bits 4.92 MHz Not specified (at least 59.3KB) | Not specified (at least 6 KB)
[127], [154], [184], [188] | ARM Cortex-M4 TM32F407 Discovery kit 32 bits 168 MHz 1MB 192KB
[141] ARMVE-A ARM Cortex-A72 64 bits 1.992 GHz Not specified Not specified
[157] ARMVS ARM Cortex-A75 + Cortex-AS55 64 bits 4 Cores @ 2.45GHz Not specified 4GB

(Google Pixel 3 smartphone)

+ 4 Cores @ 1.6 GHz (64 or 128 GB)

LEDACrypt, the number of cycles has been obtained by
converting the times provided by its NIST second-round
submission documentation [145], which indicates that such
times were estimated for optimized AVX2-enabled versions
of the cryptosystem. In the case of CRYSTALS-Kyber it is
indicated inside the parentheses the approximate values when
including key generation in decapsulation to avoid having to
store expanded private keys.

It can be observed in the Table that there are a few
cryptosystems that stand out regarding the low number of
cycles they require despite using similar evaluation hardware
respect to other algorithms: NTRU Prime, Round5, Three
Bears and SABER (LightSABER). However, note that Three
Bears, Round 5 and LightSABER were evaluated with low-
power microprocessors in laptops, while NTRU Prime was
evaluated with a powerful Intel Xeon processor used in servers.

Despite the performance results shown in Table VIII, it must
be noted that there are optimized versions of certain algorithms
(for instance, SIKE) that are much faster than the ’standard’
version, so it is recommended for the interested IoT developer
to take a look periodically at the provided reference to keep
up with the latest algorithm developments.

VII. MAIN CHALLENGES AND FUTURE TRENDS IN
POST-QUANTUM IOT DEVELOPMENTS

A. Main challenges

Quantum cryptanalytics and post-quantum cryptography are
relatively new fields that are currently being studied and
developed by industry, security agencies and academia, hence
their foundations are still being established. Such a situation
implies that the development of the mentioned fields and their
application to IoT involve the significant challenges detailed
in the next subsections and illustrated in Figure 4.

1) Quantum computing fast evolution: Since quantum com-
puting is currently evolving continuously, it is not guaranteed
that the developed IoT post-quantum cryptosystems will resist
new algorithms and novel attacks [46]. To mitigate such a
threat, it is necessary for IoT developers to pay close attention
to the quantum computing scene and its advances.

2) Large key sizes: Although most current public-key cryp-
tosystems make use of similar relatively small key sizes (usu-
ally between 128 and 4,096 bits), they are often much larger
in post-quantum algorithms (this can be observed in Table
II), what may be a problem for current resource-constrained

devices. In such a case, it will be necessary to look for a trade-
off among key size, security level and performance, and, at the
same time, devise ways to adapt the cryptosystems and proto-
cols to the key-size requirements. For instance, it is needed to
design and to implement energy-efficient post-quantum lattice-
based cryptosystems on IoT devices that manage efficiently the
storage and operation with large keys.

3) Slow key generation: Some post-quantum cryptosystems
limit the number of messages signed with the same key to
avoid attacks, so they require to generate new keys for each
group of signed messages. Therefore, additional computational
resources are necessary to manage key generation, what may
not be handled efficiently by traditional IoT devices. In this
case, it may be necessary to conceive approaches to tweak
post-quantum key generation mechanisms to minimize energy
consumption.

4) Excessive time, energy or computational resource con-
sumption: It is also a concern that new public-key post-
quantum algorithms may also consume a relevant amount
of time, energy and computational resources when perform-
ing encryption, decryption, signing and signature verification
tasks. To avoid such problems in practical scenarios, accu-
rate measurements will have to be performed and then the
inefficient implementations and cryptosystems will have to be
discarded.

5) Ongoing standardization: 10T developers may focus on
post-quantum cryptosystems that may not be the ones finally
chosen by industry/academia to be standardized (as it was
mentioned in Section III-B, such a standardization process
is an ongoing effort). This may happen because during most
security standardizations the focus is placed on security and
performance, while energy consumption is often neglected.
To limit the impact of this risk and thus be aligned with
industry/academia, the output generated from multiples entities
that are carrying out standardization initiatives (e.g., NIST,
ETSI, IEEE, ISO, ANSI or IETF/IRTF) should be monitored
closely.

6) Lack of standard security level benchmarks: Since the
bits-of-security paradigm does not take into account the
security of algorithms against quantum cryptanalysis, post-
quantum cryptographers will need to reach a consensus on
how to measure the security against quantum attacks and on
which key lengths provide an acceptable security level. In fact,
although for symmetric cryptosystems it is suggested to double
key length to compensate the quadratic speed-up provided by
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TABLE IX
CHARACTERISTICS OF THE MICROPROCESSORS USED FOR THE EVALUATION OF POST-QUANTUM ALGORITHMS.

References Microprocessor Clock Frequency ‘ Class ‘ Core Typical TDP ‘ Release Data ‘ Passmark Rank | Passmark Average Mark | Passmark Single Thread Rating

[111] Intel Core i5-6260U 1.8 GHz Laptop Skylake I5W Q4 2015 982 4,362 1593

\ [12] Intel Xeon E3-1220 v3 3.1 GHz Server | Haswell sow | Q2o | 596 7,163 1945
[113] Intel Core i7-4770K 3.5 GHz Desktop Haswell 84 W Q2 2013 318 10,075 2250

[ 141 m26) Intel Core i7-6700 3.4 GHz Desktop | Skylake 5w | Qo5 | 323 10,003 2154
[115], [122], [124] Intel Core i7-7820X 3.6 GHz Desktop Skylake 140 W Q2 2017 81 18,489 2401

‘ [116] Intel Core-i7-4770S 3.1 GHz Desktop ‘ Haswell 65 W ‘ Q2 2013 ‘ 383 9,348 2174
[117] Intel Core 15-6600 3.3 GHz Desktop Skylake 65 W Q2 2015 536 7,778 2095

‘ [118] Intel Core i7-4770K 3.5 GHz Desktop ‘ Haswell 84 W ‘ Q2 2013 ‘ 318 10,075 2250
[120] Intel Xeon E3-1275 v3 3.5 GHz Server Haswell 95 W Q2 2013 333 9,915 2214

‘ [121] Intel Xeon E5-2667 v2 3.3 GHz Server ‘ Sandy Bridge 130 W ‘ Q1 2014 ‘ 83 22,568 2023
[125] Intel Core i5-7200U 2.5 GHz Laptop Kaby Lake I5W Q4 2016 932 4,602 1722

\ [127] Intel Core i3-6100U 23 GHz Lapiop | Skylake 5w [ Q42015 | 1,143 3,603 1302
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Fig. 4. Main challenges in the development of post-quantum cryptosystems for IoT systems.

Grover’s algorithm, this seems to be too conservative, since
the required quantum hardware will be far more expensive
than the one used by classical computers [14].

7) Fast loT hardware evolution: The selection of the IoT
platforms to be evaluated by today’s IoT developers is not
straightforward, since what are currently considered low-end
devices are obviously less powerful than the devices that will
exist in 20 years. Therefore, to avoid choosing hardware that
is not representative, at least three different groups of IoT
devices will have to be distinguished: near-term IoT devices,
middle-term devices (i.e., devices that would be considered
low-end devices in the middle term) and long-term devices
(i.e., devices that would be considered low-end devices by
the time large-scale quantum computers will be available for
breaking public-key algorithms). For such devices, energy-
efficient post-quantum cryptographic systems will have to be
developed in order to maintain a trade-off between perfor-
mance, computational resources and energy consumption.

8) Need for loT-node specific optimizations: Optimizations
will have to be designed and performed on post-quantum algo-
rithms when adapting them to IoT devices. For instance, post-

quantum lattice-based cryptosystems will need to accelerate
recurrent lattice operations (e.g., speeding-up polynomial mul-
tiplications) and to minimize consumed energy and running
time (and, as a consequence, to reduce key size). Similarly,
protocols like SIDH will need to perform efficient double-
point multiplications, to accelerate isogeny computation or to
speed up modular arithmetic algorithms.

Assembler code for IoT microcontrollers will also have to
be optimized depending on the architecture of the selected
embedded devices, focusing on the acceleration of integer
arithmetic and following traditional assembler optimizations
like loop optimization techniques (e.g., loop unrolling, loop
pipelining), instruction reordering or register optimized allo-
cation.

9) Need for cryptographic software optimizations: Opti-
mizations are also needed on cryptographic software that
runs on other devices of an IoT network, like servers,
desktop/laptop computers or smartphones. Such optimizations
should be aimed at increasing speed (i.e., at minimizing the
CPU cycles required by cryptographic operations) and, ideally,
to minimize energy consumption in battery-dependent devices.
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10) IoT node hardware unsuitability: Certain theoretically
designed post-quantum cryptosystems may be unsuitable for
some I[oT devices due to the demanded computational re-
sources or to the consumed energy. To prevent these issues,
strict computational and power consumption requirements will
have to be established during the theoretical design phase so
that, in the worst case, at least one of the three groups of
IoT devices (i.e., short-term, middle-term and long-term low-
power 10T devices) will be able to run the proposed algorithms
appropriately.

11) Enhanced IoT device physical security: In order to
test and demonstrate the robustness of the developed and
optimized post-quantum cryptosystems, it is also necessary to
evaluate their physical security, which is essential in an IoT
context. It is important to note that, although the proposed
post-quantum systems will have to withstand mathematical
attacks (even when they are performed by quantum comput-
ers), the implementation of the proposed algorithms may be
vulnerable to physical attacks, since an attacker may have
physical access to IoT devices that execute the implemented
algorithms. Therefore, the proposed cryptosystems will have
to be designed and evaluated with the objective of avoiding
the main physical attacks:

o Timing attacks. They consist in exploiting the relationship

between the execution time and the processed secret data
(or the operations performed on such data).

o Power analysis attacks. Simple Power Analysis attacks
are similar to timing attacks, but they exploit the in-
formation on the device consumed power when certain
operations are executed. In the case of Differential Power
Analysis, the power is associated with the data managed
by the device.

o Fault attacks. They are able to induce a fault in the
circuitry of an IoT device (e.g., by altering the power
supply voltage level, by inducing strong electric/magnetic
fields, by overclocking the device clock or by applying
high temperatures on the device) in order to obtain
information on the private key.

To avoid the aforementioned attacks, different countermea-
sures will have to be proposed, like the addition of redundant
noise to equalize power consumption, private-key splitting (the
key is split into shares so that it can only be recovered by
assembling all the shares or a minimum subset of them) or the
development of constant-time implementations. In addition,
the power consumption of the proposed countermeasures will
have to be quantified with the objective of achieving the best
trade-off between security and energy efficiency.

B. Future trends

Successful post-quantum IoT cryptosystems can lead to
enhance the security of a number of relevant fields whose
applications rely heavily on resource-constrained and battery-
dependent IoT devices, like home automation [202], [203],
[204], smart cities [205], [206], [207], [208], precision agricul-
ture [209], smart garments [210] or Industry 4.0 smart factories
[211], [212], [213]. Moreover, the obtained results may benefit
the creation and improvement of post-quantum IoT networking

architectures that make use of resource-constrained devices
[164]. Furthermore, new energy-efficient post-quantum IoT
solutions can have a remarkable impact on fields and applica-
tions where medium and long-term security are essential, like
Defense and Public Safety [214], mission-critical scenarios
[215] or smart healthcare [216].

In order to create efficient post-quantum IoT systems, the
following contributions would be ideally needed:

o Novel methodologies will have to address the analysis,
quantification and mitigation of quantum computing im-
pact on the different theoretical components of an IoT
network.

o New theoretical insights are still needed on the analysis,
design and implementation of resource-constrained post-
quantum devices.

o Methodologies will also be needed for testing and val-
idating energy-efficient quantum-resistant algorithms for
resource-constrained IoT devices.

o Energy-efficient post-quantum IoT architectures will have
to be designed and implemented for small-scale scenar-
ios (e.g., home automation), medium-scale environments
(e.g., a smart campus [217], a smart factory) or large-
scale locations (e.g., a smart city).

o Post-quantum energy-efficient internet protocols specific
for resource-constrained devices will have to be designed
and implemented.

o« New coding schemes and techniques will have to be
designed and optimized for developing post-quantum IoT
code-based cryptosystems.

o It will be necessary to model mathematically post-
quantum IoT node/architecture performance and power
consumption.

o Although quantum-resistant key establishment has been
traditionally performed through classical computational
methods, researchers will have to study deeper the key
establishment physics-based methods that are collectively
known as Quantum-Key Distribution (QKD) [46].

VIII. CONCLUSION

Although in the last years the interest in post-quantum
cryptography has grown significantly, there is still much
research to be carried out in its application to IoT. This
article provided a thorough survey on the multiple aspects
that influence post-quantum IoT development: the need for
evolving from pre-quantum security, the most relevant projects
and standardization initiatives, the latest post-quantum public-
key cryptosystems for potential IoT applications and the main
challenges and trends that will arise in the near and middle
future. As a result of such contribution, this article provides
useful guidelines for the next generation of IoT developers
that seek to create quantum-resistant solutions.
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