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Abstract: Amazon Alexa processes voice commands as input to help users perform tasks. For
protecting this commands, Amazon Alexa implements some security measures. These security
measures, such as voice recognition and user’s PIN, do not have the ability to mitigate replay
attacks. In order to mitigate replay attacks, in this paper, we propose an authentication method
based on Geofencing, consisting of (1) an Android application and (2) an Alexa Skill. By using
the Android application, the user is able to configure a geofence near the Amazon Echo smart
speaker. The developed Alexa Skill only accepts requests when the user is within the established
geofence. This method mitigates replay attacks: an attacker could only try to use a replay attack
when the legitimate user is close to the speaker, making it unfeasible.

1 Introduction
Amazon Alexa is a virtual assistant that processes voice commands quickly and efficiently. It
provides basic functionalities and allows the extension of its capabilities through the creation
of third-party functionalities, known as Alexa Skills (Amazon Alexa Skills, 2016). This is made
possible by the development environment provided by Amazon (Amazon, 2023).

This virtual assistant has security measures such as voice recognition and user’s PIN (Alat-
tar et al., 2023), (Amazon, 2020). These security measures are used to process some sensitive
requests, such as an online purchase. In particular, the user’s PINmust be spoken aloud so that
Amazon Alexa can authenticate the user and accept or reject the sensitive requests.

Despite these securitymeasures, AmazonAlexa has a number of vulnerabilities published by
INCIBE (Incibe, 2023). Some vulnerabilities to highlight are: the processing of voice commands
at high frequency spectrum, the existence of backdoors and impersonation. Consequently, due
to these vulnerabilities, differents attacks arise such as: dolphin attacks (Zhang et al., 2017),
voice squatting (Zhang et al., 2018), voicemasquerading (Zhang et al., 2018) and replay attacks
(Malik et al., 2019).

As a result, these attacks can bypass the securitymeasures, specifically replay attacks. Replay
attacks consist of recording and replaying a victim’s voice command to impersonate his identity.
For example, attackers could record a user’s spoken PIN and then replay it for Amazon Alexa
to process the sensitive request.

In this paper, we developed an authentication method based on Geofencing to protect re-
quests in Amazon Alexa, mitigating replay attacks that were previously possible. We propose
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a Proof of Concept (PoC) where Geofencing technology is used to improve the authentication
on requests. Geofencing uses GPS, Wi-Fi or Bluetooth to create virtual geographic barriers,
named geofence, that monitor the location of a physical device or user, with the aim of de-
tecting when the user enters or exits the geofence (Rahate and Shaikh, 2016). In our PoC, the
geofence is configured at the location of the smart speaker using a developed Android appli-
cation. When the user is inside the geofence, Amazon Alexa, through a developed Alexa Skill,
processes the user’s requests. Otherwise, it rejects them. With this approach, if an attacker tries
to perform a replay attack, he needs the legitimate user to be inside the geofence, making this
attack unworkable.

2 Material and methods
This paper seeks to create an authentication method that protect requests in Amazon Alexa
using Geofencing technology. To achieve this, we employed a personal computer running the
Windows 10 operating system with internet connection. Subsequently, we used the Android
Studio IDE to develop the Android mobile application and tested it on a Samsung J7 2016 An-
droid mobile device. Finally, we created accounts on Amazon Developer and Amazon Web
Services (AWS, 2020) to develop the Alexa Skill and utilizing Amazon services.

We started this research by analyzing the security measures and vulnerabilities of Amazon
Alexa. Next, we looked at what types of Skills exist in the market and how to develop them.
Then, we searched for information to communicate Amazon Alexa and Android technology
through Amazon services (AWS, 2020).

For software development, we adopted the agile Scrum methodology. This allowed us to
work in Sprints and have different functional versions of the software. We began with a basic
version of the application, which was refined during each Sprint until we reached the final
product.

3 Development
To demonstrate how to improve authentication in Amazon Alexa, the development of a PoC
was carried out. It is important to highlight three main blocks of this PoC: (1) the analysis and
design of the authentication method based on Geofencing, (2) the development of an Android
application for configuring the Geofencing technology and (3) the development of the Alexa
Skill responsible for accepting or denying the requests. The following is a brief explanation of
the three main blocks.
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Figure 1: Request flow in PoC with the authentication method based on geofence. Black arrows represent
the standard flow. In green, the additional flow added with our authentication method.

3.1 Analysis and design of the authentication method based on Geofencing
To design the authentication method, we first analyzed the flow of a request to any Alexa Skill.
When a user sends a voice command to an Amazon Echo, it is forwarded to the Alexa cloud
service, where the Skill is hosted. The request is then processed on the Skill’s backend in AWS
Lambda (Docs.Amazon, 2020) and a response is sent to the user via the Amazon Echo. This
flow is represented by the black arrows in the figure 1. Without improved authentication, an
attacker could impersonate the victim and use the Amazon Echo to send requests to the Alexa
Skill, successfully performing a replay attack.

With this in mind, Geofencing technology was used to add two additional steps when pro-
cessing a request. These additional steps are explained below. They can be seen as green arrows
in figure 1.

1. The user starts the developed Android application and configures a geofence at the po-
sition of Amazon Echo. Additionally, this application continuously monitors the user’s
location with regard to the geofence and sends it to the DynamoDB service database
(DynamoDB, 2020). Steps 1 to 6 in figure 1.

2. The developed Alexa Skill checks the user’s last location in the DynamoDB service
database before processing the request. If the user is within the geofence, the request
is processed. Otherwise, the Alexa Skill returns an authentication error message and
the request is not processed. Steps 7 to 16 in figure 1.
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These two steps mitigate replay attacks. When the legitimate user is located outside the
geofence, the attacker will receive an authentication error message. Therefore, if the attacker
wants to perform a replay attack, he needs the legitimate user to be inside the geofence and
therefore close to the Amazon Echo. This requirement makes the replay attack unfeasible.

3.2 Mobile application for geofence configuration
The development of the application, called “AlexaGeoApp”, was carried out in the Android
Studio IDE using the Java programming language, and Google SDKs, such as Geofencing and
Google Maps (Geocoding, 2021),(GoogleMaps, 2021). The application renders a map and sets
a geofence near the Amazon Echo smart speaker. It also continuously monitors the user’s po-
sition with respect to the geofence and sends it to the AWS DynamoDB database. Finally, the
application has an interface that informs the user and guides him through the whole setup
process to establish the geofence.

3.3 Alexa Skill that uses our authentication method based of Geofencing
The developed Alexa Skill consists of two parts: the frontend and the backend. The frontend
was developed in Alexa Developer Console (Console, 2020) and is responsible for detecting
user requests and sending them to the back end. The backend, written in JavaScript and hosted
in AWS Lambda, handle requests processing and provides responses to the frontend. Further-
more, a communicationwithAWSDynamoDBwas implemented through the backend to verify
the user’s last location in relation to the geofence. If the user is within the geofence, the Alexa
Skill accepts requests, otherwise it denies them.

4 Results
In this paper, we developed an authentication method based on Geofencing to protect requests
in Amazon Alexa, mitigating replay attacks. Geofencing technology was used as an additional
authentication factor when processing voice requests. To achieve this, a PoC was developed,
consisting of the creation of an Android application and an Alexa Skill.

On the one hand, the user can configure a geofence at the position of the Amazon Echo smart
speaker through the developed Android application. On the other hand, the developed Alexa
Skill can use the configured geofence to accept or deny the user’s requests. If the user is within
the geofence the requests are accepted. Otherwise, they are denied. Therefore, if an attacker
wants to perform a replay attack, he needs the legitimate user to be inside the geofence, making
the replay attacks unfeasible.

Some important parts of the developed Android app and Alexa Skill are highlighted below.

4.1 AlexaGeoApp: an Android application
The developed Android application, called “AlexaGeoApp”, features a user-friendly interface
that allows the user to configure the geofence near Amazon Echo smart speaker. Once the
geofence is configured, “AlexaGeoApp” renders amap representing this geofence as a red zone.
The application monitors the user’s location with respect to the geofence and sends it to the
DynamoDB service. In addition, when the user enters or exits the geofence, the user is informed
via a notification on his mobile device. This can be seen in the figure 2.

4.2 Secure Authentication: an Alexa Skill
The Alexa Skill, called “Secure Authentication”, uses our authentication method based on
Geofencing to process requests. “Secure Authentication” Skill connects to the DynamoDB
database to make decisions based on the latest data stored by “AlexaGeoApp” to process user
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Figure 2: “AlexaGeoApp” flow. From left to right: (1)Welcomemessage to the user. (2)We inform the user
to stand near the smart speaker. (3) We retrieve the user’s location, set the geofence and inform
the user with a notification.

requests. The user can verify his authentication status through the “Secure authentication”
Skill. If the user is successfully authenticated by this method, he can make requests to the “Se-
cure authentication” Skill. However, if authentication fails, the “Secure Authentication” Skill
denies the request.

Finally, “Secure Authentication” has a validity window for the data stored in DynamoDB.
This sets amaximum time for the validity of the data. If the data is very old and there have been
no updates to the user’s location, “Secure authentication” rejects all the requests, following
the fail-safe principle (Leedeo, 2020). With this principle we avoid any denial of service issues
on the mobile device that containing the developed “AlexaGeoApp”, such as running out of
battery or losing internet connectivity. “AlexaGeoApp” needs internet connectivity to detect
user entries and exits in the geofence and update the DynamoDB database. If these state
changes are not correctly detected, the authentication based on Geofencing would not work
correctly. Thanks to the validity window we avoid this problem.

The resulting code of thiswork has been published as an open source project on the following
Github repository: https://github.com/jorgefgarcia/AlexaGeoApp

5 Conclusions
The lack of securitymeasures in theAmazonAlexa virtual assistant underscores the importance
of addressing request security. Solutions that tackle the lack of authentication in this kind of
settings, as the one proposed in this paper, may encourage manufacturers to develop more
robust security measures for a safer user experience. Amazon environment could integrate
our solution by default to protect sensitive requests, such as an online purchase through the
Amazon Echo smart speaker, against replay attacks. In addition, it would be interesting to
consider future vulnerabilities and adjust the design accordingly.

https://github.com/jorgefgarcia/AlexaGeoApp
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6 Future work
This paper has introduced an authentication method based on Geofencing that improves the
authentication of requests directed at Amazon Alexa. However, it’s important to consider fu-
ture enhancements:

• Utilization of other technologies: Expanding the authentication enhancement to other
virtual assistants such as Google Assistant, Bixby, Cortana or Siri. Additionally, devel-
oping a cross-platform application to configure security from multiple devices.

• Responsive design: Achieve a user interface design that adapts to different device
screens.

• Multi-user mode: Add the capability of setting multiple geofences on a map with a
group of users.

• Wi-Fi usage: Implementing a feature to process requests only when the user’s mobile is
connected to the same Wi-Fi network as the smart speaker.
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