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1. Introduction

The Fourth Industrial Revolution (4IR), called “Industry 4.0” in Europe, “Industrial
Internet of Things” in North America, or “Made in China 2025” in China, blurs the bound-
aries between the physical, digital and biological worlds, paving the way to the continuous
improvement of manufacturing processes. The 4IR-enabling technologies such as Industrial
Cyber-Physical Systems (ICPS), Industrial Internet of Things (IloT) technologies, novel
computing paradigms (e.g., fog, mist, and edge computing), Distributed Ledger Technolo-
gies (DLTs) (e.g., blockchain), digital twins, and augmented/mixed reality technologies,
enable novel cyber-secure, resilient, collaborative and human-centric advanced manufac-
turing systems. Such systems focus on the continuous improvement of the manufacturing
processes, by taking advantage of several relevant digitalization-related aspects: (1) at
the data level, i.e., collection, communication, and storage; (2) at the system’s operational
level, i.e., reliability, scalability, real-time, and energy efficiency; and (3) at the systems’
integration level, i.e., interoperability, standardization, and security by design.

This Special Issue aims to report the latest breakthroughs in architectures, paradigms,
and applications in the ever-increasing complex ecosystem of smart manufacturing. A total
of eleven research papers were published in this Special Issue, approaching several fields
of Industry 4.0 paradigm, such as Low-Power Wide-Area Network (LPWAN) technologies,
additive manufacturing, energy harvesting, Industrial Internet of Things (IIoT), Cyber-
Physical Systems (CPS), Artificial Intelligence (Al) or cybersecurity.

Specifically, in [1], the authors analyzed the challenges related to the deployment of
future industrial networks for process automation. To illustrate such an analysis, traffic
measurements have been performed with a pulp and paper mill, which allow them to
determine representative traffic characteristics for process automation.

Many future industrial networks will have to deal with enormous amounts of data
that will be later processed and analyzed through Big Data techniques, which will require
massively parallel computers (MPCs), whose interconnection through conventional topolo-
gies is unfeasible. For such a reason, in [2], Rahman et al. have studied the hierarchical
interconnection networks (HINSs), proposing a novel HIN that is a Tori-connected Flattened
Butterfly Network (TFBN). Such a network architecture is first described and then its
performance is analyzed in terms of static network performance and cost-effectiveness.

Low-power networks have been studied in [3,4]. In [4], the authors present the
development of an optimized Adaptative Data Rate (ADR) mechanism for the LoRaWAN
uplink and downlink, which has been evaluated in an industrial scenario in terms of
packet loss and energy. Regarding [3], the authors first focused on reviewing the security
vulnerabilities that exist in LPWANSs, and then present an attack vector analysis specifically
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designed for the IoT ecosystem. Thus, the paper identifies security vulnerabilities that
impact LPWAN communications technologies and suggests mitigation measures to tackle
with the identified vulnerabilities.

Cybersecurity for industrial systems is the common theme in [5-7]. With respect to [5],
the authors focus on the development of time-predictable and secure embedded systems,
and then extend the discussion to time-critical and secure CPSs. Moreover, the presented
work identifies the gaps in the existing frameworks and techniques for the development
of time- and safety-critical CPSs and analyzes the opportunities that artificial intelligence
can provide in the development of such systems. Regarding the work described in [6],
it is proposed a certificate-based authentication system that uses a secondary device in
IIoT scenarios. In the proposed system, the user’s sign key is encrypted with a secret
key that can be computed with his/her password, while a secret parameter is stored in a
secondary device to protect the key. The feasibility of such a system is shown through a
prototype that made use of standard cryptographic algorithms (AES-256, RSA-3072, and
ECDSA-256), whose performance and security are evaluated. In [7], the authors propose a
novel methodology to learn Industry 4.0 and IloT cybersecurity through practical use cases
carried out with the help of free online tools such as Shodan. The described approach was
tested during the COVID-19 pandemic lockdowns, showing that students were able to find
that 13% of the analyzed IloT/Industry 4.0 systems could be accessed really easily. Thus,
the article provides useful guidelines for teaching industrial cybersecurity and thus trains
the next generation of security researchers and developers.

Other relevant Industry 4.0 technologies were studied in [8-10]. In [8], the authors
analyze the problem of how to monitor and control additive manufacturing processes in
real-time. With such a purpose, the paper identifies real-time machine learning algorithms
to analyze the received data and then execute control functions, and then proposes a new
architecture, which is illustrated through a practical industrial example. Regarding the
work detailed in [9], it analyzes in detail the operation principles of a wind harvester to
obtain its characteristic parameters and to create an equivalent electromechanical model.
The accuracy of such a model is verified through a prototype, whose AC/DC converter
architecture was optimized in terms of parameters such as efficiency, voltage levels, opera-
tion frequency, duty cycle, or load. With respect to [10], a perceptual system is proposed
to simulate the ventral flow of the human perception system. The main objective of the
proposed solution is to simulate human senses that can be later used to estimate user
comfort. For such a purpose, a Spatio-temporal Convolutional Neural Network (5-CNN)
and a concatenated HoppingNet temporal CNN (T-CNN) are used. The shown results
indicate that the proposed system is highly accurate and robust.

Finally, in [11], the authors provide an integrated reference model for digital manufac-
turing platforms, which is based on cutting-edge reference models for IloT. Thus, the article
analyzes the most relevant reference models for IloT systems to align their definitions and
to determine to what extent they are complementary. As a result, the Industrial Internet
Integrated Reference Model (I3RM) for digital manufacturing platforms is presented, to-
gether with general recommendations that can be applied to the architectural definition of
any digital manufacturing platform.
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Abbreviations

The following abbreviations are used in this manuscript:

4IR Fourth Industrial Revolution

Al Artificial Intelligence

CPS Cyber-Physical System

IIoT Industrial Internet of Things

ICPS Industrial Cyber-Physical System
DLT Distributed Ledger Technology
LPWAN  Low-Power Wide-Area Network

HIN Hierarchical Interconnection Network
MPC Massively Parallel Computer

TFBN Tori-connected Flattened Butterfly Network
ADR Adaptative Data Rate

S-CNN  Spatio-temporal Convolutional Neural Network
T-CNN  Concatenated HoppingNet temporal CNN
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