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Abstract: Nowadays, the Internet of things (IoT) network, as system of interrelated computing
devices with the ability to transfer data over a network, is present in many scenarios of everyday
life. Understanding how traffic behaves can be done more easily if the real environment is replicated
to a virtualized environment. In this paper, we propose a methodology to develop a systematic
approach to dataset analysis for detecting traffic anomalies in an IoT network. The reader will
become familiar with the specific techniques and tools that are used. The methodology will have
five stages: definition of the scenario, injection of anomalous packages, dataset analysis,
implementation of classification algorithms for anomaly detection and conclusions.
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1. Introduction

The anomalies in a network cannot always be categorized as an attack, but they give important
insights into the traffic behavior they may have. Although they are not always harmful elements,
they can help identify important and critical information in various applications [1]. In the detection
of anomalies, the scarcity of data with the appropriate characteristics makes it necessary to carry out
systematic analysis that allows parameterizing the data to avoid problems in the accuracy of the
results. To analyze such data and find a relationship or predict known or unknown data, data mining
techniques are used. In these we find, clustering, classification, and techniques based on machine
learning. The purpose of this work is to present the methodology developed to detect traffic
anomalies, based on a real IoT system, and after its application determines the efficiency and
effectiveness of the proposed methodology, using specific techniques and tools. The methodology
will have five stages: set the scenario, inject of anomalous packages, dataset analysis, implement of
classification algorithms for anomalies detection and develop the conclusions, recommendations, and
implications.

2. Network Distribution and Dataset Generation

The first phase of the methodology consists in generating a labeled dataset that allows injecting
selected characteristics in classification and prediction algorithms. To develop our scenario, we rely
on the installed system of the CPD, located in the CITIC. The data was obtained after performing the
mathematical modeling of a real IoT system. This consists of a network of 16 temperature sensors, 4
InRows with two devices responsible for sensing the temperature of the airflow and two for the
coolant fluid of the unit, one for input and one for output, respectively. The data from the sensors
were sent to the monitoring system every 5 min for a week. During the data analysis, we found that
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the data complied with seasonality conditions. This assertion allowed us to use time series and
forecasting for analysis and prediction of series behavior [2].

For the simulation and generation of the labeled dataset, a virtualized system was implemented.
The pilot comprises five virtual machines, where four of these nodes represent the controllers of the
sensors of each of the simulated InRows and the fifth machine consists in the MQTT broker that
allows to publish and subscribe to topics. Every node (ubuntu 18.04) has an NTP client that allows
controlling the temporal synchrony between all the nodes and the broker, while the broker contains
an MQTT v3.1 mosquitto server [3] that can handle requests in port 1883 MQIsdp (MQSeries SCADA
protocol). Once the traffic has been captured it is possible to modify most of the fields of the different
TCP/IP protocols: Ethernet, IP, TCP or MQTT, with python-scapy 2.3.3-3 library [4]. This allows not
only to modify any field of the captured packets but also to reinsert these modified packets into the
network, simulating anomalous situations such as interception, duplication or removal of packages.
The dataset finally contains a seven days network activity labeled with attacks distributed over this
period with diverse intrusion scenarios.

3. Dataset Analysis

The purpose of the dataset analysis is to determine the most relevant characteristics that can
affect the classification, to be incorporated into the machine learning algorithms. To interpret the
data, the traffic is collected using sniffing tools in the broker. For the analysis, we export the pcap to
a csv using tshark and study what is involved in the process [5]. In this stage, to generate models that
determine the behavior of anomalous traffic in the network, a statistical analysis of conditions such
as protocol, source and destination IP addresses, source and destination ports, flags, time, duration,
mean bytes, number of packets and weekday was performed. MQTT protocol is an application layer
protocol, so it is on top of TCP/IP heap. Therefore, both the client and the broker need to have a
TCP/IP stack and the analysis must be done taking this into account [6].

4. Identification of Machine Learning Algorithms and Optimization of Early Detection

Once the marked dataset has been generated and the main characteristics have been determined,
machine learning algorithms are used to classify packages. For this task we can make use of logistic
regression, LDA, QDA, K-nearest neighbors (KNN) method, Tree-Based methods, Support Vector
Machines (SVM), etc.[7]. The results can be evaluated using different metrics: the traditional
precision, recall and F1, and Early Risk Detection Error (ERDE) [6].

5. Conclusions

This work presented a methodology to develop a systematic approach to dataset analysis for
detecting traffic anomalies in an IoT network. Having a methodology allows to standardize, structure
and organize the work and in this way generate efficiency and effectiveness in the realization of the
project.
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